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ABSTRACT
In this paper, we develop a new technique for dual-function
radar-communications in a transmit multi-sensor array where
information embedding is achieved using phase-rotational invariance. A sequence of 𝑄 bits is first mapped into a dictionary of 2𝑄 phase rotations. Then, one pair of transmit orthogonal waveforms is used in tandem with 2𝑄 pairs of transmit
beamforming weight vectors for embedding a certain entry
of the phase-rotation dictionary during each radar pulse. The
same pair of waveforms is used during all pulses while the
pair of transmit beamforming weight vectors changes from
pulse to pulse based on which entry of the phase-rotation dictionary is embedded. During each pulse, the receiver detects
the embedded phase rotation and employ it to decipher the
transmitted bit sequence. The proposed information embedding technique is angle-dependant and, therefore, the communication process is inherently secure against interception
from directions other than the desired communication direction. The performance of the proposed technique is investigated in terms of the bit error rate (BER).
Index Terms— Dual-function radar-communications,
phase-rotational invariance, communication security, bit error rate
1. INTRODUCTION
Efforts to address the concerns of increasing radio frequency
spectrum congestion through co-existence and shared spectrum access of radar and wireless communication systems
include cognitive radio [1], cognitive radar [2], as well as
the cooperative operation of radar and communication systems [3]– [7]. Embedding information into radar emission
as secondary to the primary radar function has been reported
in a number of papers [8]– [11]. Recently, a dual-function
radar-communications (DFRC) approach using time modulated arrays has been proposed [10]. In this approach, multiple sidelobe levels towards the communication direction are
utilized for information embedding. More recently, a DFRC
technique using sidelobe control in tandem with waveform diversity has been proposed where a set of 𝑄 orthogonal waveforms are used for embedding a sequence of 𝑄 bits of infor-

mation [11]. The sidelobe levels (SLLs) towards the communication directions are controlled to have two distinct levels via designing two transmit beamforming weight vectors.
However, the aforementioned two methods enable communications only towards directions that are located in the silelobe
region where the radiated power is typically minimized from
the source.
In this paper, we propose a new DFRC technique using
phase-rotational invariance. In order to deliver a message of
𝑄 bits per radar pulse, the corresponding entry of a phaserotation dictionary of size 𝐾 = 2𝑄 is embedded in the radar
emission. The communication receiver detects the embedded
phase-rotation and, correspondingly, deciphers the transmitted communication message. During each pulse, one pair of
transmit orthogonal waveforms is used in tandem with one
pair of transmit beamforming weight vectors for embedding
a certain phase rotation. The same pair of transmit orthogonal waveforms is transmitted during all radar pulses in order
not to affect the coherent processing of the radar signals at the
radar receiver. The pair of transmit beamforming weight vectors changes from pulse to pulse based on which entry of the
phase-rotation dictionary is embedded during a certain pulse.
Unlike previous DFRC methods which enable communications only towards directions located in the sidelobe regions,
the proposed method enables communications towards any
arbitrary direction, including directions located in the mainlobe of the radar operation. Moreover, the communication
process is inherently secure against intercepts from directions
other than the desired communication direction. In addition,
the proposed method does not require phase synchronization
as it does not require the estimation of the phase of the received signal, but rather it depends on the decoding of phaserotation between two independent virtual components of the
received signal. The superiority of the proposed method over
the recently developed methods in [10] and [11] is validated
using simulation examples.
2. SIGNAL MODEL
We consider a radar system equipped with 𝑀𝑇 transmit antennas arranged as a uniform linear array and 𝑀𝑅 receive
antennas arranged in an arbitrary linear shape. The primary

radar operation of the system mandates focusing the transmit
power within the main beam region while keeping the sidelobe levels of the transmit radiation pattern below a certain
predetermined threshold. As a secondary function, we utilize one pair (or multiple pairs) of orthogonal waveforms in
order to embed one (or several) data bits towards predetermined communication receivers with known directions. The
𝑀𝑇 × 1 baseband representation vector of the signals at the
input of the transmit antennas is given by
˜
s(𝑡) = w𝜓(𝑡) + w̃𝜓(𝑡),

(1)

˜ represent a pair
where 𝑡 is the fast time index, 𝜓(𝑡) and 𝜓(𝑡)
of orthogonal waveforms, and w and w̃ are the 𝑀 × 1 transmit beamforming weight vectors used to control the transmit
˜
power radiation patterns associated with 𝜓(𝑡) and 𝜓(𝑡),
respectively.
Assuming that 𝐿 far-field targets are located within the
radar main beam, the 𝑀𝑅 × 1 baseband representation of the
signals at the output of the receive antenna arrays is given as
x(𝑡; 𝜏 ) =

𝐿
∑

(
)
𝛽𝑙 (𝜏 ) a𝑇 (𝜃𝑙 )s(𝑡; 𝜏 ) b(𝜃𝑙 ) + z(𝑡; 𝜏 ),

(2)

𝑙=1

where 𝜏 is the slow-time index (i.e., pulse number), 𝛽𝑙 (𝜏 ) is
the 𝑙th target reflection coefficient which obeys the Swirlling II
target model, i.e., it remains constant during the entire radar
pulse but changes from pulse to pulse. In addition, a(𝜃) and
b(𝜃) are the 𝑀𝑇 × 1 and the 𝑀𝑅 × 1 steering vectors of the
transmit and receive arrays, respectively, z(𝑡; 𝜏 ) is the 𝑀𝑅 ×1
vector of additive white Gaussian noise with zero mean and
covariance 𝜎𝑧2 I𝑀𝑅 , (⋅)𝑇 stands for the transpose, and I𝑀𝑅
denotes the 𝑀𝑅 × 𝑀𝑅 identity matrix. It is worth noting that
the processing of the radar received data can be performed directly on the 𝑀𝑅 × 1 data x(𝑡; 𝜏 ), i.e., without making use of
the waveform diversity. In such a case, pulse compression can
be performed by matched-filtering the received data vector
˜
x(𝑡; 𝜏 ) to the waveform Ψ(𝑡) = 𝜓(𝑡) + 𝜓(𝑡).
Alternatively,
incorporating a preprocessing step via matched-filtering the
received data to the orthogonal transmit waveforms may lead
to improved radar operation. In the latter case, the received
data vector x(𝑡; 𝜏 ) is separately matched-filtered to 𝜓(𝑡) and
˜
𝜓(𝑡),
yielding two virtual data vectors of the same dimensionality as that of x(𝑡; 𝜏 ).
For the secondary function (i.e., communications function) of the proposed system, consider 𝐽 communication receivers located at arbitrary spatial directions known to the
transmitter. The orthogonal waveform dictionary used at the
transmitter is assumed to be known to each communication
receiver. The operations of the individual communication receivers are independent from each others. In this respect,
the received signal model, given below, is assumed for all
receivers. The baseband representation of the signal at the
output of the communication receiver is given as,
𝑥𝑐 (𝑡; 𝜏 ) = 𝐺𝑐 𝛼𝑐 (𝜏 )a𝑇 (𝜃𝑐 )s(𝑡; 𝜏 ) + 𝑛𝑐 (𝑡; 𝜏 ),

(3)

where 𝐺𝑐 is the coherent processing gain of the array in case
multiple receive antennas are used at the receiver, 𝛼𝑐 is the
propagation coefficient of the received signal which summarizes the propagation environment between the transmit array and the communication receiver during the 𝜏 th pulse, and
𝑛𝑐 (𝑡; 𝜏 ) is the additive white Gaussian noise with zero mean
and variance 𝜎𝑐2 . Substituting (1) in (3) and matched-filtering
the received data to 𝜓(𝑡) yields
(
)
(4)
𝑦(𝜏 ) = 𝛼
˜ 𝑐 (𝜏 ) w𝐻 a(𝜃𝑐 ) + 𝑛(𝜏 ),
where 𝛼
˜ 𝑐 (𝜏 ) ≜ 𝛼𝑐 (𝜏 )𝐺𝑐 is the complex amplitude of the signal at the output of the matched-filter, (⋅)𝐻 stands for the Hermitian, and 𝑛(𝜏 ) is white Gaussian noise term at the output of
the matched filter with zero-mean and variance 𝜎𝑐2 . Similarly,
˜ yields
matched-filtering 𝑥𝑐 (𝑡; 𝜏 ) to the waveform 𝜓(𝑡)
(
)
˜ (𝜏 ),
(5)
𝑦˜(𝜏 ) = 𝛼
˜ 𝑐 (𝜏 ) w̃𝐻 a(𝜃𝑐 ) + 𝑛
where 𝑛
˜ (𝜏 ) is white Gaussian noise term at the output of the
matched filter with zero-mean and variance 𝜎𝑐2 .
It is worth noting that, if w and w̃ are appropriately designed such that the condition ∣w𝐻 a(𝜃𝑐 )∣ = ∣w̃𝐻 a(𝜃𝑐 )∣ is
satisfied, then 𝑦(𝜏 ) and 𝑦˜(𝜏 ) are guaranteed to enjoy the socalled rotational invariance property, where ∣ ⋅ ∣ stands for the
magnitude of a complex number. This property means that
the noise-free version of 𝑦(𝜏 ) equals the noise-free version of
𝑦˜(𝜏 ) up to some phase rotation 𝜙𝑐 . This phase rotation can be
expressed as
w𝐻 a(𝜃𝑐 )
.
(6)
𝜙𝑐 = ∠ 𝐻
w̃ a(𝜃𝑐 )
Information embedding can be achieved by controlling the
value of the phase rotation at the transmit side and employing
a phase decoder at the communications receiver.
3. PROPOSED INFORMATION EMBEDDING
TECHNIQUE
We start with a principal transmit beamforming weight vector
w which satisfies a certain desired transmit power radiation pattern. Sophisticated methods for designing a single
transmit beamforming weight vector that achieves a desired
pattern with ripple and transition band properties have been
reported in the literature, e.g., [13]– [17]. The 𝑀 × 1 principal weight vector can be used to generate a population
of 2𝑀 −1 weight vectors of the same dimensionality which
have the same transmit power radiation pattern as that of
w [13], [14]. The aforementioned population, denoted as
W = {w1 , . . . , w2𝑀 −1 }, can be obtained by viewing the
principal weight vector as a polynomial of order 𝑀 − 1 with
𝑀 − 1 roots denoted as 𝑟𝑖 , 𝑖 = 1, . . . , 𝑀 − 1. Note that
reflecting each root against the unit circle does not change
the magnitude of the beampattern. At most 2𝑀 −1 different

polynomials of the same order can be constructed, depending
on the employed 𝑀 − 1 combinations of the roots 𝑟𝑖 (or
1/𝑟𝑖∗ ), 𝑖 = 1, ⋅ ⋅ ⋅ , 𝑀 − 1 for polynomial construction, where
(⋅)∗ stands for the conjugate.
During each radar pulse, a 𝑄-bit information message
composed of 1’s and 0’s is denoted as the binary sequence
𝐵𝑞 , 𝑞 = 1, . . . , 𝑄. In order to embed such a message
in the transmitted signal, we build a transmit beamforming weight vector dictionary of 𝐾 = 2𝑄 pairs, denoted as
{w1 , w̃1 }, . . . , {w𝐾 , w̃𝐾 }, which can be chosen from the
population W. Let 𝜙1 , . . . , 𝜙𝐾 be the 𝐾 dimensional phaserotation alphabet associated with the 𝐾 pairs, that is
𝜙𝑘 = ∠

w𝑘𝐻 a(𝜃𝑐 )
,
w̃𝑘𝐻 a(𝜃𝑐 )

𝑘 = 1, . . . , 𝐾.

(7)

Only one of the 𝐾 phase-rotational code is embedded during
each radar pulse to deliver the 𝑄 bits of information. Assume
that the 𝑘th symbol 𝜙1 is required to be embedded during the
𝜏 th radar pulse. This can be achieved by casting the transmit
signal vector as
˜
s(𝑡; 𝜏 ) = w𝑘 𝜓(𝑡) + w̃𝑘 𝜓(𝑡).

(8)

Similar to phase modulation in wireless communications, either binary or Gray code can be used for information embedding. However, in the proposed method, the information is
represented in the form of the phase difference between two
separate waveforms rather than the phase of a single waveform, making the detection easier and more robust.
Adopting the above transmit signal model, the signal at
the output of the communication receiver is given as
(
˜ 𝑐 (𝜏 ) w𝑘𝐻 a(𝜃𝑐 )𝜓(𝑡)
𝑥𝑐 (𝑡; 𝜏 ) = 𝛼
)
˜
+w̃𝑘𝐻 a(𝜃𝑐 )𝜓(𝑡)
+ 𝑛𝑐 (𝑡; 𝜏 ).

(9)

˜ at the
The signal components associated with 𝜓(𝑡) and 𝜓(𝑡)
output of the communication receiver matched filter can be
restated, respectively, as
𝑦(𝜏 ) = 𝛼
˜ 𝑐 (𝜏 )w𝑘𝐻 a(𝜃𝑐 ) + 𝑛(𝜏 ),

(10)

˜ (𝜏 ).
𝑦˜(𝜏 ) = 𝛼
˜ 𝑐 (𝜏 )w̃𝑘𝐻 a(𝜃𝑐 ) + 𝑛

(11)

Therefore, the phase rotation embedded in the received signal
can be estimated as
ˆ ) = ∠ 𝑦(𝜏 ) .
𝜙(𝜏
𝑦˜(𝜏 )

(12)

The actual sequence of bits embedded can be determined by
ˆ ) obtained from (12) to the phase-rotation diccomparing 𝜙(𝜏
tionary (7).

4. SIMULATION RESULTS
In the simulations we consider a uniform linear transmit array consisting of 𝑀 = 10 antennas spaced half a wavelength
apart.
Example 1. In the first example, we investigate the possibility of realizing multiple pairs of transmit beamforming
weight vectors which have a certain desired transmit power
distribution pattern as well as a desired phase-rotation dictionary. We assume that the main radar operation takes place
within the sector of Θ = [−10∘ 10∘ ]. A single communication direction towards the spatial direction 𝜃𝑐 = −50∘ is assumed. We design the principal transmit beamforming weight
vector by solving the following optimization problem




min maxw𝐻 a(𝜃𝑖 ) − 𝑒−𝑗𝜋 sin 𝜃𝑖 , 𝜃𝑖 ∈ Θ, 𝑖 = 1, . . . , 𝐼 (13)
w
𝜃𝑖


s.t.w𝐻 a(𝜃𝑝 ) ≤ 𝜀, 𝜃𝑝 ∈ Θ̄, 𝑝 = 1, . . . , 𝑃,
(14)

 𝐻
w a(𝜃𝑐 ) = 𝜀𝑐 ,
(15)
where Θ̄ represents the out-of-sector region, 𝜃𝑖 , 𝑖 = 1, . . . , 𝐼,
and 𝜃𝑝 , 𝑝 = 1, . . . , 𝑃 , are discrete grids of angles used to approximate Θ and Θ̄, respectively, and 𝜀 is the parameter that
defines the highest allowable sidelobe level. It is assumed
that the radar operation requires the power level emitted in
the sidelobe areas to be at
√ least 20 dB lower than the mainlobe and, therefore, 𝜀 = 0.01 is chosen. Note that the constraint (15) determines the SLL towards the communication
direction which is√
chosen to be equal to the highest allowable
level, i.e., 𝜀𝑐 = 0.01 is used. The values 𝐼 = 200 and
𝑃 = 140 are used to approximate the desired sector and the
out-of-sector regions, respectively. The optimization problem
(13)–(15) is convex and can be solved efficiently using the
interior point method [12]. Fig. 1 shows the transmit power
distribution versus the spatial angle for the principal transmit
beamforming weight vector.
The principal weight vector is used to generate a population of 2𝑀 −1 = 512 weight vectors which have exactly
the same transmit power patterns. The population is used to
build 256 pairs of vectors and the phase rotations associated
with the communication direction 𝜃𝑐 = −50∘ for all available pairs are plotted in Fig. 2. The figure shows that the
available phase-rotations cover the entire phase domain between 0∘ and 360∘ . This enables choosing a suitable phaserotation dictionary of size 2𝑄 . For example, if 𝑄 = 2 bit is
required to be embedded then a phase-rotation dictionary of
size 𝐾 = 4 is needed. One realization for this case is shown
as the red circles in Fig. 2. It can be observed from the figure
that the 𝐾 = 4 phase-rotation dictionary is almost uniformly
distributed on the unit circle, resulting in better probability of
detection at the receiver.
Example 2. In the second example, we investigate the
performance of the proposed method in terms of the bit error
rate (BER). We also evaluate how secure the communication
process is by computing the BER at directions other than the
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indented communication direction. The performance of the
proposed method is compared with the techniques proposed
in [10] and [11]. We assume that 𝑄 = 2 bits of information
are needed to be transmitted during every radar pulse. For
the proposed method, we use the same parameters from the
previous example. The phase-rotation dictionary of dimension 𝐾 = 4, which corresponds to the red circles in Fig. 2, is
used. Note that the method described in [10] does not employ
waveform diversity. Instead, it employs a single waveform
in tandem with 2𝑄 SSLs towards the communication direction to deliver 𝑄 bits of information. To deliver a 𝑄 = 2 bit
message, the method in [10] uses four transmit beamformers
with four distinct SSLs towards the communication direction.
These√waveforms
√ can be√designed by√solving (13)–(15) for
𝜀𝑐 = 0.01, 0.0033, 0.0066, and 0.0001, respectively.
For the method of [11], two transmit weight vectors are used
along with two orthogonal waveforms.
√ In particular,
√ the two
weight vectors associated with 𝜀𝑐 = 0.01 and 0.0001 are
used to implement the method of [11].
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Fig. 4. BER versus spatial angle of the communication receiver; second example.

To compute the BER, 106 sequences (two bits each) are
transmitted. The propagation coefficient 𝛼𝑐 is modeled as
a random variable with constant unity mangnitude and uniformly distributed random phase and the communication receive gain is chosen as 𝐺𝑐 = 3.16. Fig. 3 shows the BERs
for the three methods tested versus the signal-to-noise ratio
(SNR). It is clear that the proposed technique achieves a superior BER performance as compared to the methods of [10]
and [11]. Note that, unlike the methods of [10] and [11], the
proposed method enables communications within the main
radar beam.
Finally, Fig. 4 depicts the BER versus the spatial angle
with the SNR fixed to 10 dB for all methods. It can be observed from the figure that the proposed method has better
BER towards the communication direction as compared to the
methods of [10] and [11]. It can also be confirmed from the

figure that, for all methods, the BER is very high for almost all
directions other than the communication direction of interest.
This means that all methods have inherent security against
information interception from directions other than the communication direction. Although the figure shows that, for the
proposed method, the information message can be intercepted
with a relatively low BER from the direction −34∘ , robust
transmit beamforming design with robustness against eavesdropping can be employed to improve the communication security. This will be investigated further in the near future.
5. CONCLUSION
A new technique for dual-function radar-communication system using phase-rotation invariance has been developed. In
order to deliver a sequence of 𝑄 bits per radar pulse, a pair
of orthogonal waveforms is needed in tandem with 2𝑄 appropriate pairs of transmit beamforming weight vectors. The
communication receiver detects the phase-rotation between
the signal components associate with the two waveforms and
maps it to an information sequence. As compared to previous
methods which enable communications only towards directions located in the sidelobe region, the proposed technique
permits information delivering towards arbitrary communication directions including directions located in the mainlobe region. The communication process is inherently secure against
interception from directions other than the presumed communication directions. The effectiveness of the proposed technique and its superiority over existing techniques were verified through simulations examples.
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